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Abstract— Sensor technology is becoming more powerful at 

lower costs, encouraging the large-scale deployment of wireless 

sensor networks (WSN) in urban environments. WSN are 

becoming a vehicle to the Internet of Things. However, significant 

research work done to date has focused on in-network support for 

wireless sensor network applications and not the backend, which 

recently has seen a surge of works concerning the integration of 

machine-to-machine (M2M) solutions on cloud computing 

platforms. The virtualization of resources brought by cloud 

computing platforms raises new opportunities for infrastructure 

deployment in urban environments, such as large scale 

deployment of sensors, communicating through wireless networks. 

This paper presents a reviews storage and processing solutions for 

supporting WSN, which are critical to support the growing 

communication and processing needs on metropolitan areas, and, 

considering the increased interest that the emergent Cloud 

Computing technology has been receiving, presents a solution for 

the backend of WSN that is, by itself, capable of increasing or 

decreasing the resources it requires according to the load of the 

system, guarantees that the data stored in the Cloud is protected 

through encryption and that is agnostic to the Cloud Computing 

provider. 

Keywords—Cloud Computing; Resource Elasticity; Large-Scale 

Sensing; Storage and Processing; Wireless Sensor Networks. 

 

I.  INTRODUCTION 

In recent years, a revolution in the sensors industry has been 
triggered due to the progresses made in the miniaturization of 
electronics. Now it is possible to build sensors that are far more 
capable yet much less expensive than ever before, making it 
much easier to build sensor networks. A sensor network [1] 
consists in a number of nodes, which cooperate to complete their 
task of collecting raw data and returning it to an application 
backend or throughout a distributed platform. Each sensor is a 
node of the network. While individually each node is 
autonomous and has a short range, when used collectively, they 
are cooperative and effective over large areas. 

Nowadays, wireless sensor networks (WSN) are be-ginning 
to be deployed at an accelerated pace. It is not unreasonable to 
expect that in the next decade the world, and especially urban 
areas, will be covered with WSN. This technology has a huge 
potential [2] for many areas of our life such as environmental, 
medical, military, transportation, entertainment, city 
management and smart spaces applications. But for such 
applications, sensor networks cannot operate as stand-alone 
networks; there must be an effective way for the user to store, 
manipulate and access the data produced by the sensor network. 

In this article we analyze data storage and processing 
solutions for supporting WSN. Furthermore, since a one of the 
key challenges for WSN infrastructure is the lack of elasticity in 
computational resources, we believe that it makes a lot of sense 
to integrate sensor networks with the Cloud Computing 
paradigm. As such, we also present and evaluate a solution for 
the backend of WSN that is self-scalable, guarantees that the 
data in the Cloud is protected through encryption and that can be 
used with different Cloud Computing providers. 

The remainder of the article is organized as follows: section 
2 describes previous research work on backend solutions for 
WSN; section 3 proposes the solution architecture, while 
implementation details for Windows Azure and Amazon cloud 
providers are provided on section 4; section 5 presents the test 
applications and environment; section 6 presents the 
experimental results; lastly, section 7 ends this paper with the 
concluding remarks and future work proposals. 

II. STORAGE AND PROCESSING 

One line of research on WSN has been primarily focused 

upon providing in-network support for sensor network 

applications. As a result, a variety of special-purpose Operating 

Systems for sensor nodes have been developed, such as: 

TinyOS [3], Contiki [4], Squawk [5] and Lorien [6]. The 

research community has also been very active in the 

development of programming abstractions for wireless sensor 

networks resulting in specialized component models such as 

NesC [7], OpenCom [8] and LooCI [9] along with macro- 

programming approaches such as TinyDB [10] and Kairos [11]. 

Another line of research focus the WSN backend. Since the 

nodes of a sensor network have very limited storage and 

processing capabilities, sensor networks rarely, if ever, operate 

in isolation and are usually connected to a backend modeling 

infrastructure. Examples from real world sensor-network 

deployments include computational models of flooding [12], 

pollution [13] and hurricanes [14]. 

Some WSN are designed to allow some in-network processing. 

The authors in [15] demonstrate such a network where it is 

introduced the concept of collector nodes, which are better 

equipped with processing, storage and battery capabilities 

compared to the ordinary sensors. The collector nodes receive 

the data from the spatially distributed sensors and perform 

complex in-network computations according to the application 

needs.  



 

 

Another example of in-network processing consists in the 

use of mobile-agents [16, 17]. In the mobile-agents paradigm, 

the service know-how is owned by the server, but most of the 

resources are located at the clients. Using this paradigm in 

sensor networks results in having a processing center send out 

mobile agents, carrying service know-how, who will migrate to 

each node and conduct data processing until they return to the 

processing canter with results. 

However, even if the WSN is designed in a special-purposed 

way to allow some processing within the network, the results 

are usually stored outside the network where they can be further 

analyzed. 

A. Cluster Computing 

Cluster computing is a form of distributed computing where 

sets of machines are used to increase throughput for 

computations. The cluster is formed in such a way that the use 

of multiple computers, multiple storage devices, and redundant 

interconnections, form what appears to users as a single highly 

available system. As traffic or availability assurance increases, 

all or some parts of the cluster can be increased in size or 

number. 

The authors in [18] show the benefits of cluster and grid 

computing in solving several parallel problems. The results of 

their work prove a considerable amount of speed up in the 

problem resolution time directly proportional to the increasing 

number of CPUs used. Despite the apparent benefits of cluster 

computing, of moving from mainframes to commodity clusters, 

it became also apparent that those clusters are quite expensive 

to operate. 

B. Grid Computing 

Grid computing refers to the federation of computer 

resources from multiple administrative domains to reach a 

common goal. The grid can be thought of as a distributed 

system with non-interactive workloads that involve a great 

number of computer processing cycles or access to large 

amounts of data. Grid computing requires the use of software 

that can divide and farm out pieces of a program to as many as 

several thousand computers. A well-known example of grid 

computing in the public domain is the on-going SETI@Home 

project in which thousands of people share the unused processor 

cycles of their PCs in the vast search for signs of rational signals 

from outer space. 

There is a lot of literature referring to the use of grid 

computing in wireless sensor networks. Works such as [19 - 23] 

describe how to harness the benefits of grid computing applied 

to wireless sensor networks. 

C. High Performance Computing 

High-performance computing (HPC) integrates systems 

administration (including network and security knowledge) and 

parallel programming into a multidisciplinary field that 

combines digital electronics, computer architecture, system 

software, programming languages, algorithms and 

computational techniques. 

Traditionally, high-performance computing used 

supercomputers to solve advanced computation problems. 

However, with the changes to computing paradigms, many 

HPC systems have shifted from supercomputing to computing 

clusters and grids. 

The articles [18] and [24] exemplify sensing systems using 

HPC. However, one should also keep in mind that most current 

applications are not designed for HPC technologies but are 

retrofitted, meaning they are not actually designed or tested for 

scaling to more powerful machines. Since networking clusters 

and grids use multiple processors and computers, these scaling 

problems can cripple critical systems in future supercomputing 

systems. 

D. Cloud Computing 

Cloud Computing is fundamentally an evolution of 

distributed systems technologies such as Cluster Computing 

and Grid Computing, relying heavily on the virtualization of 

resources. The generally accepted definition of Cloud 

Computing comes from the National Institute of Standards and 

Technology (NIST) [25]: 

“Cloud computing is a model for enabling convenient, on-

demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and 

released with minimal management effort or service provider 

interaction.” 

In simpler terms, it is the ability for end users to access parts 

of bulk resources, which can be acquired quickly and easily. In 

the following paragraphs we present some of the work done 

with the intent of classifying and comparing existing Cloud 

solutions [26].  

The authors in [27] construct a classification system to be 

applied on Cloud Computing services in order to provide a 

comprehensive technical study to help identify similarities and 

differences of several Cloud Computing solutions. Although 

there are several taxonomies of Cloud Computing, most are 

from the perspective of the vendors. The taxonomy defined 

evaluates Cloud Architecture, Virtualization Environment, 

Service, Fault Tolerance, Security, and Other Issues (Load 

Balancing, Interoperability, and Scalable Data Storage). 

Similar to the previous paper, [28] conducts a survey on a 

variety of Cloud providers and technologies. Although [26] 

provides a more in-depth study, this work takes into 

consideration a far greater number of Cloud solutions. 

The authors of [29] present an extensive description and 

comparison of the storage services provided by three major 

cloud service providers: Windows Azure, Google App Engine, 

and Amazon Web Services. They divide their analyses in 

unstructured storage types, structured storage types and other 

storage types. Zhou et al. [30] presented as well an extensive 

overview of existing Cloud Computing technologies. 

 



 

 

Table 1 – Top Cloud Computing providers, Cloud services offered 

and the technologies that enable such services 

SaaS: Software as a Service; PaaS: Platform as a Service; and 

IaaS: Infrastructure as a Service.  

      Table 1 describes, for each type of Cloud service, which 

technology enables such service for a large group of cloud 

providers. Table 2 presents a comparative analysis for storage 

and processing technologies, namely between Cluster, Grid, 

HPC and Cloud Computing. 

E. WSN And Cloud Integration 

Although cloud computing is still a recent technology, its 

potential has been grabbing the attention of many research 

works which describe the collaboration between wireless sensor 

networks and the Cloud. 

The articles [31][32][33] tackle the idea of integration 

between WSN and Cloud. Previous research works [31][32] 

take a similar approach on their architecture by creating a 

module responsible for the integration, named Exchange 

Service in [31] and Integration Controller in [32]. The work 

done in [33] briefly describes the architecture for a health 

monitoring system while focusing on sensor integration with 

the Cloud. 

The authors in [34] were motivated by the need to integrate 

and process data from groundbased sensors with satellite data. 

The authors describe how they solved this problem by 

implementing a pipeline system for satellite data reprojection 

and reduction using Windows Azure. The pipeline consists of 

three main independent data-centric tasks. The first task is 

responsible for data collection. It gathers the necessary source 

files, either from a FTP site or from an Azure Blob Storage if 

previously cached, for the reprojection task; the second task 

uses the data collected in the previous task for one or more 

reprojection tasks. Once the reprojection computation is 

finished, the results are stored in Windows Azure Blobs; the 

third task, the reduction task, is optional and consists in 

executing an analysis algorithm on the results from the previous 

task, thus generating final data from which conclusions may be 

asserted. Their experiments showed that running a practical 

large-scale science data processing job in the pipeline using 150 

moderately sized Azure virtual machine instances, produced 

analytical results 90 times faster than was possible with a high-

end desktop machine. 

J. Melchor and M. Fukuda [35] mentions that the recent 

popularity of sensor networks and cloud computing brought 

new opportunities of sensor-cloud integration that facilitates 

users to immediately forecast the future status of what they are 

observing. The authors describe the main challenge to be the 

establishment of elastic data channels from sensors to users. To 

solve this problem a Connector data software toolkit is 

described, implemented and tested. The tool kit consists of a 

Connector-API, a Connector-GUI, a Web Server and a Sensor 

Server. The Connector-API is a program-side I/O and graphics 

package that allows cloud jobs to behave as various protocol 

clients to access remote data. The Connector-GUI is a user-side 

GUI that forwards keyboard/mouse inputs to a user program 

and also receives standard outputs from a remote user program. 

The Web Server is a web-based GUI that allows mobile users 

to access cloud-based data-analyzing jobs from web browsers 

(in case their mobile devices are not capable of running the 

Connector GUI). The Sensor Server is a sensor-side data 

publisher that provides two types of channels to allow 

interaction between sensors and users. One allows data to be 

retrieved from the sensors through the Connector-API, the other 

allows remote users to manage sensors trough the Connector-

GUI. 

The work done in [36] proposes a novel framework to 

integrate the Cloud Computing model with WSN. The 

framework is composed of: a Data Processing Unit (DPU), a 

Pub/Sub Broker, a Request Subscriber (RS), an Identity and 

Access Management Unit (IAMU), and a Data Repository 

(DR). The framework works as follows: users connect to the 

Cloud through the IAMU, which gives them access based on 

their user account. Once a user is authenticated he can issue data 

requests to the RS, which in turn creates a subscription and 

forwards it to the Pub/Sub Broker. Once the subscription is 

resolved, the resulting data is made available at the DR. 

Fox et al. [37] exploited the technology to support rapid 

analysis of genome sequencing and patient record problems that 

typify the high-end biomedical computation challenges of 

today, with focus on Cloud Computing. They show examples of 

data intensive science applications (such as the Smith- 

Waterman Computation) in the area of biology and health using 

several modern technologies, amongst which are Hadoop and 

Dryad, which in turn have many services that can be executed 

in virtual machine based clouds such as Azure (Microsoft) and 

EC2 (Amazon). 

F. Cross-Platform Cloud Middlewares 

Cross-cloud middleware is a research topic that has emerged 

from the need to provide transparency to cloud users from the 

heterogeneity of cloud providers. Especially because cloud 

providers are not akin to provide interoperability with other 

providers, and there is not yet a clear de facto standard in the 

cloud market. 

This issue of cross-cloud platforms has been discussed as 

well on the field of Mobile Cloud Computing [38], due to the 

need for supporting multiple hardware of different mobile 

terminals. 
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In order to avoid users to care about cross-

platform middleware while developing their services, a 

brokering environment was proposed [39] for shielding 

applications from heterogeneous Cloud infrastructures. Another 

middleware, CLEVER [40], provides interfaces that enable the 

interaction with multiple clouds providers. 

III. SOLUTION ARCHITECTURE 

We propose a Cloud Middleware to ease the development of 

the backend for a WSN system. The middleware is intended to 

be self-scalable taking advantage of the resources provided by 

the Cloud; modular by design so that new functionality can be 

easily added; flexible enough to be adaptable to several Cloud 

providers. 

Fig. 1 depicts the overall solution architecture, developed to 

meet the proposed goals, which was named Cloud Sensor 

Services and implemented using C#. The overall architecture 

demonstrates how sensors communicate with the Cloud Sensor 

Services and how the services are implemented. In short, the 

Cloud Sensor Services expose a REST endpoint to which 

sensors connect through an HTTPS channel. The operations 

provided by the Cloud Sensors Services can be split into four 

categories: 

• Storage Space: enables interaction with the storage 

space used by the sensors. Provides operations to 

create, delete and list the available storage spaces.  

• Sensor Information: manipulates the sensor 

information used by the Cloud Sensor Services. 

Provides operations to register or unregister a sensor, 

list all registered sensors and query if a particular 

sensor is registered.  

• Sensor Properties: provides operations to download 

or upload sensor extended properties. A sensor can 

have any number of extended properties, such as 

battery level, location, etc.  

• Sensor Data: provides operations to upload or 

download sensor data, whatever that may be (a record 

of hourly temperatures, traffic information, a video 

stream from security camera, etc.). 

The Sensor Services REST operations are provided by a 
Cloud Adapter, which in turn is composed of five major 

modules.  The core of the solution is based on the concept of the 

Cloud Adapter. The Cloud Adapter defines the set of operations 
that are available to the sensors. In order to provide said 
operations, the Cloud Adapter requires the existence of the five 
major modules shown in Fig. 1.  

Table 2 - Overview comparison between Grid computing, Cluster computing, High-Performance computing and Cloud 
computing. 

Cluster Computing Grid Computing High-Performance 
Computing (Supercomputers) 

Cloud 
Computing 

Loose-coupling No Both No Yes 

Resource Handling Centralized Distributed Centralized Both 

Application / Service Oriented Application Both Application Service 

Hardware  Commodity Commodity High-end and optimized Mixed 

Up Front Cost Medium Medium High Low 

I/O Performance Low Low High Medium 

Rapid Elasticity No No No Yes 

. 

Figure 1 – Overall Architecture of the implemented solution. 



 

 

This basic design supports one of the main goals of the 
solution, which was to make it usable with different Cloud 
Computing providers. The idea is that the Cloud Adapter will 
provide a base implementation of the common logic between 
Cloud Computing providers, and the major modules are a set of 
contracts that expose the logic required in order for the adapter 
to execute the available sensor operations. 

The sensor services are implemented through a Windows 
Communication Foundation service (WCF). WCF is a 
framework for building service-oriented applications. Using 
WCF, it is possible to send data as asynchronous messages from 
one service endpoint to another. A service endpoint can be part 
of a continuously available service hosted by Internet 
Information Services (IIS), or it can be a service hosted in an 
application. An endpoint can be a client of a service that requests 
data from a service endpoint. Moreover, we take advantage of 
WCF’s REST support and create what is called a RESTful WCF 
service. This choice was taken to eliminate any problems due to 
lack of platform compatibility. Any technology that can 
communicate over the internet can communicate with a 
RESTful WCF service. 

A. Authentication Service 

This service provides a mechanism to verify the identity of 

the sensor performing the request. When a sensor wants to 

communicate with the services provided by the Cloud Adapter, 

it first needs to register itself. Upon registration, an 

authentication token is generated and returned to the sensor. 

Further communication with sensor services requires the 

inclusion, on the headers of the HTTP request, of the 

authentication token. Otherwise, the request will fail. 

B. Encryption Service 

Although Cloud Computing providers comply with a variety 

of data security ISOs to make sure every piece of data is secure 

in their data centers, depending on the type of data and the 

Country’s law or simply due to business requirements, it may 

be necessary to guarantee that the stored data is encrypted. The 

encryption service is responsible for encrypting and decrypting 

the data uploaded and downloaded from the sensor services 

storage. To enable a more flexible usage of the data that is 

uploaded and downloaded, a random access mode of encryption 

was required. This enables uploaded data to be appended as 

well as downloading partial segments of the data. To 

accomplish this goal, AES-XTS 256 encryption was chosen. 

The XTS (XEX-based tweaked codebook mode with cipher text 

stealing) mode of AES, i.e. the AEX-XTS, was designed to 

encrypt data stored in hard disks and as such it had to meet the 

following principles: 

• The data should remain confidential; 

• Data retrieval and storage should both be fast 

operations; 

• The encryption methods should not waste disk space. 

All of the above principles coupled with random access of 

the encrypted data are exactly what is needed to meet the 

solution’s security goal while keeping the upload and download 

as flexible as possible. 

C. Storage Service 

The storage space service is used to manipulate storage 

spaces (create, delete, get, etc.). Usually, the creation of a 

storage space is not an instant operation. The cloud provider 

needs to provision the necessary resources to make the 

requested storage available. Once the storage space status is 

determined to be ready, it can then be used to manipulate the 

sensor related information and its data. 

D. Scaling Service 

One of the main advantages of Cloud Computing is its 

elasticity when it comes to resources, whether it is faster CPUs, 

more memory, more CPU units, more storage space, more 

IOPS, etc. The scaling service is meant to take advantage of this 

and to automatically provision adequate resources depending 

on the usage of the sensor services. 

To better detail the mode of operation for the scaling service, 

a number of concepts will be introduced hereafter. A 

performance metric consists of a set of scaling rules that are 

evaluated in periods of time and that are attached to a 

performance metric and an operand value. While the 

performance metric represents a hardware resource such as 

CPU usage or memory usage, the operand value represents the 

scalar value of such metric (i.e.: 55% CPU usage). Finally, a 

scaling rule determines what should happen depending on the 

operand value of the performance metric. For instance, an 

example of a scaling rule can be: scale up the service by a factor 

of two if the CPU usage is more or equal than 80%. 

Given the concepts explained above, the scaling service is 

configured by setting up a maximum and minimum number of 

instances and a set of performance metrics. For example, we 

can say that the maximum number of instances is ten, the 

minimum number of instances is two and that we want memory 

usage to be monitored every ten minutes. Additionally, we 

define two scaling rules for this performance metric: on the one 

hand we want the service to be scaled up if the value of the 

memory usage is over 80%; on the other hand we want the 

service to be scaled down if the memory usage is below 50%. 

Although the logic to add monitoring for performance 

metrics and to get its values is specific to each Cloud 

Computing provider, the scaling algorithm has lots of common 

logic among providers and hence can be shared. 

The algorithm works as follows. Each performance rule will 

be evaluated in periodic time intervals: 

1. Check if the deployment is stable, so that we are not 

already scaling up or down.  

2. Evaluate the rule. When a rule is evaluated, we request 

the cloud provider for the current value of the 

performance metric and determine if that value meets 

any of the scaling rules. If not we have finished 

processing this performance metric, otherwise we 

continue to the next step.  

3. Finally, we have to either scale up or down the number 



 

 

of instances. However, before we do so, we need to 

check that we are not going to go over the minimum 

or the maximum number of instances that were 

defined in the Scaling service.  

There is more common logic in the Scaling service domain, 

such as how to add a metric rule or even how to evaluate a 

metric rule. 

E. Logging Service 

The logging service is a simple logger that records 

information relative to the execution of sensor services. 

Logging entries can be added in key points in the execution 

flow of the application to ease the detection of possible 

problems, or simply keep an historic of the actions that the 

services have been executing. 

IV. CLOUD ADAPTER IMPLEMENTATION 

One of the main goals of the proposed solution is to be 
extendable to virtually any Cloud Computing provider. The 

proposed solution tries not only to accomplish that but to do it 

in such a way as to minimize the work required. Now that we 

have an understanding of the building blocks of the 

architecture, namely the Cloud Adapter and its five modules, 

we will detail the steps required to build an implementation of 

the sensor services for a particular Cloud Computing provider. 

To support multiple Cloud Computing providers we chose to 

use the Inversion of Control pattern. This pattern shifts “who” 

has control over the creation and lifespan of the objects, which 

usually is the developer by using the keyword “new” (in C#), to 

what is called an Inversion of Control Container (IoC). In 

simple terms this pattern works in two steps, first one needs to 

add the class/interface to the container and afterwards one can 

ask the container for instances of the class/interface. We chose 

to only register interfaces because we cannot be tied to 

particular implementations, otherwise it would make it very 

hard to support different Cloud Computing providers. The idea 

then becomes to create a set of interfaces that expose all the 

logic required to provide the REST operations that make the 

sensor services and, whenever possible, to create classes that 

contain common logic as to minimize the effort of 

implementing adapters. 

When creating a custom Cloud Adapter, of the five major 

services only the Scaling service is of optional implementation 

and is not directly tied to the Cloud Adapter. There are two 

major reasons for this: first, this service consists on evaluating 

a set of rules in recurring time intervals and scaling the Sensor 

Services resources as necessary. This can be resource 

consuming and tying it to the Adapter’s implementation could 

have negative impacts in the overall performance of the sensor 

network; second, the Cloud Computing provider could already 

have its own scaling features which could render this service 

obsolete. 

A. Cloud Provider Support Services 

It should be noticed that each adapter might require its own 

particular set of services to support the implementation of the 

five core services in Fig. 1. For instance, the Windows Azure 

implementation required two support services, the Azure 

Hosted Services service and the Azure Async Operations 

Tracking service. The Hosted Services service includes 

operations for managing the hosted services beneath a Windows 

Azure subscription. It is used for instance by the Scaling service 

to control the number of instances. The Windows Azure Service 

Management API includes a number of operations that are 

processed asynchronously. An asynchronous operation may 

take an unspecified amount of time to complete. After an 

asynchronous operation is called, the management service must 

be polled to determine the status of the operation – whether it is 

complete, has failed, or is still in progress. The Azure Adapter 

uses this, for example, in the Scaling service to know the status 

of the deployment. Before the Scaling service evaluates a 

performance metric rule, it will check if the deployment is 

already being scaled, if it is it will not process the rule at that 

time. 

Table 3 gives a brief comparative overview on 2 Cloud 

Computing providers: Windows Azure and Amazon. 

 

Feature Windows Azure Amazon Web 

Services 

 OS support Windows Windows / Linux 

Raw Virtual Machines 

support 

Yes Yes 

Frameworks .Net, Java, PHP, 

Ruby 

.Net, Java, PHP, 

Ruby 

 

Compute 

Map/Reduce Not available Elastic MapReduce 

Dynamic Scaling Not available Auto Scaling 

 

 

Storage 

Flexible Entities Azure Tables SimpleDB 

Blob Azure Blob Amazon S3 

Block Level Storage Azure Drive Amazon Elastic 

Block Store 

Relational Database 

Management System 

SQL Azure Amazon Relational 

Database Service 

Content Delivery 

Network 

Azure CDN CloudFront 

 

 

 

Middlew

are 

Secure Messaging AppFabric 

Service Bus 

Not available 

Identity Management AppFabric Access 

Control Service 

Amazon Identity 

and Access 

Management 

Integration AppFabric 

Integration 

Not available 

Caching AppFabric 

Caching 

Not available 

Notificat

ion 

Publish/Subscribe AppFabric 

Service Bus 

Amazon Simple 

Notification Service 

Queues Azure Queue Amazon Simple 

Queue Service 

 

Networki

ng 

Cross Premise 

Connectivity 

Azure Connect Amazon Virtual 

Private Cloud 

Load Balacing Available through 

the Windows 

Azure 

Management 

Portal 

Elastic Load 

Balancing 

Table 3 – Comparative analysis for Windows Azure and Amazon 

WebServices 



 

 

B. Multiple Cloud Adapters 

While the Azure adapter was fully implemented, the 
Amazon adapter was only partially implemented. For the 
Amazon adapter, only the download and upload of 
sensor data was implemented (so only a subset of the 
Storage Service module was implemented). These 
operations were injected into the Azure Adapters 
implementation and, by specifying the Cloud Computing 
provider in the download or upload requests, the adapter 
will either use the storage implementation for Azure or 
for Amazon. 

V. TESTING APPLICATIONS AND ENVIRONMENT 

This section describes the experimental setup for 
testing the implemented solution. Load tests were 
conducted to gather benchmark data and an 
upload/download test comparison was also done to 
compare the implemented solution using different Cloud 
providers as well as using solely the API of each of the 
selected providers. 

We took advantage of the load testing features provided by 

Team Foundation Service (TFS) Online to run load tests using 

Windows Azure. TFS allowed us to configure how the load tests 

should be done and then would use Windows Azure to provide 

the necessary requirements to simulate the intended load. 

The load tests created simulated the following sequential set 

of operations: register a sensor, upload 5 Kb of sensor data and 

download the uploaded data. Moreover, two kind of load tests 

were performed: constant load and step load tests. 

The constant load tests simulated users load, on a number 

between 1 and 1000 users using a constant load pattern, which 

is used to run the same user load during the execution time of 

the load test, using a warm up duration of 1 minute and a 

running time of 30 minutes. Warm up time is typically used to 

avoid factoring the initial startup related performance spikes of 

an application in the overall load test data. The data collected 

during that warm-up time is not included in the end result. 

These load tests were executed with the automatic scaling 

feature disabled. 

The step load test simulated a gradual increase of users 

starting with 1 user and increasing the user load by 50 after each 

15 minutes until a maximum of 151 users, lasting one hour and 

with a 1 minute warm up. This was specifically designed to test 

the automatic scaling feature. 

The solution was deployed in a Medium sized Windows 

Azure Virtual Machine running Windows Server 2012. This 

virtual machine provided 2 dedicated cores, 3.5GB of Memory 

and 2000 IOPS. 

A. Sensor application 

A mobile phone Nokia Lumia 920 (running Windows Phone 

OS) was used to simulate a real sensor. The application created 

(shown in Fig. 2) runs on Windows Phone version 8 and enables 

interaction with all of the services provided by the implemented 

solution. By using this application we show that the Sensor 

Services can successfully be used to create and manage a sensor 

network as well as the data provided by the sensors.   

 

Fig. 2. Windows Phone Client Application. 

B. Web Application 

Just like the Windows Phone application, the website (shown 

in Fig. 3) also provides access to all of the available Sensor 

Services. While the Windows Phone application simulated a 

real world sensor, the website was created with a different 

purpose all together. Its main goal is to provide testing support 

for the web performance tests and load tests described in section 

6.  

 

 

 

Fig. 3. ASP.NET MVC Website. 

 

In order to be able to do load testing, the website would need 

to either use a data repository or it would have to generate the 

required input data when necessary. For instance, when load 

testing the data upload operation, one of the request parameters 

is an authentication token. At this point we could either use a 

repository, which gives valid authentication tokens (or always 

the same one), or we can ask the Sensor Services to give us one. 

We have chosen the later. Essentially, for this example, what it 

means is that the test for uploading sensor data calls the register 

sensor operation first (with a random set of parameters for the 

sensor’s name and group) and then uses the authentication code 

from the response to execute the upload sensor data operation. 

Furthermore, all of the parameters that are required for 
the operations to be executed automatically are either 



 

 

randomly generated, such as the sensor’s name and group 
when registering a sensor, or are of a static nature, such as a 
pre-defined set of properties when uploading sensor 
properties. 

VI. EXPERIMENTAL RESULTS 

A. Load Tests 

Without automatic scaling and running a constant load of 

users we obtained the results shown in Fig. 4.  

 

  

(a)     (b) 

Fig. 4. a) CPU usage of one medium Azure instance under 
different constant loads, without automatic scaling; b) Memory 
usage of one medium Azure instance under different constant 
loads, without automatic scaling. 

Fig. 4a shows the average CPU usage for different user 

loads. We can see that CPU usage gets to a high value with just 

a few number of users continuously performing register, upload 

and download requests. In terms of CPU usage, there is almost 

no difference between having 5 users or 500. In terms of 

utilizing the available resources the system is doing a good job. 

Having a low CPU usage could indicate a deadlock in the 

system and thus lead to an underutilization of the cloud 

resources. Also, we cannot forget that all data is encrypted 

before being stored and decrypted before being downloaded, 

which also contributes to the CPU usage. Even so, one could 

argue that the CPU usage should not be so high for the presented 

number of users, however we should also have in mind that 

these tests were performed on a medium size instance so 

increasing the instance size would result in more resources and 

ultimately in better results for the same number of users. 

Furthermore, having a high CPU usage is not bad, since what is 

more important for the implemented solution is its throughput. 

Throughput benchmarks are analyzed with the results shown in 

Table 4. 

Fig. 4b shows the available memory for different user loads. 

The available memory does not vary significantly. The 

difference from 1 user to 500 is approximately 13.44% 

(2,493.40 – 2,158.25 = 335.15 MB). These tests helped to 

determine that the implemented solution is not memory 

intensive. However an improved memory test would consist of 

gathering data over a long period of time to determine if there 

are any memory leaks that could compromise the system. 

Table 4 shows the performance results under different loads. 

Keeping in mind that each test consists of three operations 

(register sensor, upload data, download data), we believe that 

these results show that the system can handle a high number of 

users at the cost of response time. Obviously, the more load the 

system has the more time it takes to respond. Also, we can see 

that at 1000 users lots of requests start to fail due to timeouts. 

This is where the automatic scaling is useful. Not only reduces 

the possibility for timeouts as it keeps the system’s performance 

from degrading while the number of users increases. 

Automatic scaling was tested using a step load test, which 

gradually increased the number of users simultaneously 

accessing the solution. The solution was supposed to increase 

the number of instances by a factor of 1 if the CPU usage was 

above 75% and reduce the number of instances by a factor of 2 

if the CPU usage was below 40%. In addition, the number of 

instances could not go over five and below 1.  

The results are shown in Fig. 5 and Table 5. The former 

shows that the automatic scaling module worked as intended. 

During the step load test, whenever the CPU usage was above 

75% the number of instances increased and when the load test  
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Table 4 - Performance results under different loads (without automatic scaling) 

Users 
Number 

of tests 

Number of 

successful tests 

Number of 

failed tests 

Min test 

time (secs) 

Max test 

time (secs) 

Average test 

time (secs) 

Standard deviation 

test time (secs) 

Average tests 

per second 

1 1,451 1,451 (100%) 0 (0%) 1.09 2.33 1.24 0.08 0.81 

5 6,537 6,537 (100%) 0 (0%) 1.10 4.60 1.37 0.19 3.63 

10 8,136 8,136 (100%) 0 (0%) 1.33 5.56 2.21 0.27 4.52 

100 7,549 7,549 (100%) 0 (0%) 16.20 32.70 23.80 1.85 4.19 

500 7,291 7,291 (100%) 0 (0%) 41.20 157.00 121.00 12.90 4.05 

1000 7,223 4,155 (57.52%) 
3,07 

(42.5%) 
21.0 300.00 235.00 63.20 3.38 

Table 5 - Performance results under different loads (without automatic scaling) 

Min 
Users 

Max 
Users 

Number 
of Tests 

Number of 
successful tests 

Number of 
failed tests 

Min test 
time (secs) 

Max test 
time (secs) 

Average test 
time (secs) 

Standard 
deviation test time 
(secs) 

Average tests 
per second 

Test Duration 
(minutes) 

1 151 26377 26191 (99.3%) 186 (0.7%) 1.02 54.1 10.4 6.13 7.32 60 

 



 

 

 

 

Fig. 5. Automatic scaling results chart: number of instances 

variation with CPU usage. 

ended and the CPU usage started to go down we can see that 

the number of instances is scaled down. We can also see that the 

solution behaved as expected and even though the CPU usage 

was 79.97%, the number of instances did not scale up because 

the 5 instance limit had been reached. 

This test kept increasing the number of users from time to 

time, which kept the CPU usage high even with the automatic 

scaling enabled. This was expected due to the results shown in 

Fig. 4. The system will have a high CPU usage with a low 

number of simultaneous users. However, the automatic scaling 

ensures that user load does not significantly degrade system 

performance. Experimental results that support this claim are 

shown in table 5. 

Table 5 shows the performance results for the step load test 

intended to show the performance of the system with the 

automatic scaling enabled. The results show that the automatic 

scaling does indeed reduce the degradation of the system’s 

performance while the user load increases. We can see that the 

average time is 10.4 seconds, approximately one third of the 

time it takes when automatic scaling was disabled (see table 3). 

Taking the standard deviation into consideration we can see that 

most of the test results were between 4.27 seconds to 16.53 

seconds, which is to be expected since the load varied from 1 

user to 151 users. So we can see that even with 151 the average 

of the test times would not go above 16.53 seconds which is still 

approximately half of the time compared to the system without 

automatic scaling and only 100 users (see table 3). 

Also, the maximum test time was 54.1 seconds, which can 

be explained by how the scaling is done with Windows Azure. 

When a scaling order is given, all instances are affected, so for 

a very short interval of time the system is busy processing the 

scaling information which results in a high response time as 

well as in some test failing due to no response. 

Finally we can see that the throughput of the system greatly 

increases with automatic scaling by analyzing the average 

number of tests completed per second and the total number of 

successful tests. We can see that with automatic scaling, the step 

load test ran during one hour and successfully completed 

26,191 tests at an average rate of 7.32 tests per second. If we 

compare with the results of table 4, we can extrapolate that if 

the constant load test for 100 users lasted one hour the total 

number of tests would be the double, i.e. 12,786 at a rate of 3.55 

tests per second. 

In conclusion, the automatic scaling not only helps reduce 

the system’s response time, but also it increases its throughput. 

B. Comparison Tests 

The upload and download tests compared the implemented 

solution with two Cloud Computing providers, Azure (Azure 

Cloud Services) and Amazon (Amazon Cloud Services), 

against the API of each of the providers. The results are shown 

in figures 6 and 7.  

Fig. 6. Upload time comparison for a 5 KB file. 

 

Fig. 7. Download time comparison for a 5 KB file. 

The results show that the implemented solution introduces 

significant overhead when compared to their equivalent Cloud 

provider API. There are many reasons for this: the first 

overhead occurs because the implemented solution is a 

RESTful service which means that data is sent first to the 

service and then the service sends the data to the Cloud 

provider’s storage. This introduces one extra step when 
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compared to the API tests which send the data directly to the 

Cloud provider’s storage; the second overhead is due to the 

encryption/decryption that is performed to the data going in and 

out of the solution. The API tests do not encrypt or decrypt data; 

the third overhead is due to the implementation of the solution. 

The implemented service can surely be improved to increase its 

overall performance. 

Comparing the implemented solution between different 
Cloud providers we can see that the Azure implementation 
produced better results than its Amazon counterpart. 
Analyzing the solution we believe that this mainly due to 
two reasons. First, the Azure implementation received more 
extensive work than the Amazon one, which led to a better 
tuning of the Azure Adapter versus the Amazon Adapter. 
The second reason is that only the storage part of the 
Amazon Adapter was implemented. This means that the 
service was always hosted in Azure and the data was sent to 
either Azure or Amazon storage. So in the first case we have 
lower latency because the storage is closer to the service. 

VII. CONCLUSION AND FUTURE WORK 

The main goal of this work was to develop a solution that 

would ease the development of the backend for Wireless Sensor 

Networks Systems. The proposed solution should be able to 

automatic scale itself, should be accessible by any platform, 

should guarantee that data is stored securely in the Cloud, 

should be easily extendable and should be agnostic to the Cloud 

Computing provider. We believe the implemented solution 

proved to be a success in all points as demonstrated by the test 

results. 

This work showed that the Cloud Computing paradigm is not 

only a viable solution for the backend of sensor networks as it 

probably is an overall best fit for such systems. The 

implemented solution showed that we can take advantage of the 

resource elasticity to guarantee the system throughput and 

response time when the system load increases. It also enables 

cost reduction by scaling down the resources when the system 

does not need them. 

It is important to note that the testing environment was 

chosen to simulate as much as possible real load scenarios. This 

was possible due to the use of TFS online, which provided the 

resources to simulate loads as if it were real sensors accessing 

the service. 

Although we were satisfied with the work done and believe 

that the implemented solution eases the development of the 

backend for WSN, there are points that can be improved: 

• Even though we showed that the system is not tied to 

any particular Cloud Computing provider, we only 

corroborated such fact by implementing the storage 

module of the adapter for Amazon. To better backup 

this claim a full implementation of the Amazon 

Adapter would be more valuable.  

• Regarding the Windows Azure Adapter 

implementation, some improvements could be 

achieved by developing some Azure specific modules, 

which take advantages of features that Azure provides 

such as Traffic Manager and Affinity Groups. While 

the first would help route client requests to the service, 

which would respond faster, the second would help 

reduce the overhead of the communication between 

the service and the storage.  

• Pertaining the automatic scaling module, it only 

accepts reactive rules. Meaning rules that respond to 

metrics. Passive rules are also of value. A passive rule 

would be a rule that takes effect in a certain time of the 

day. For instance, if we know that on Mondays 

between 10h:00m and 14h:00m the system load 

increases greatly than a rule could be set up to increase 

the instance number at 9h:50m. This would improve 

the system performance because we could 

automatically scale up from 1 to 10 instances and be 

ready for the load at 10h:00m instead of having a 

reactive rule that would scale up the number of 

instances when the CPU usage goes over 70%, and 

thus might have to perform several scaling before 

providing a satisfactory number of instances.  

• Since sensor networks can be data intensive. We could 

improve the system performance by using some kind 

of data compressing protocol as Protocol Buffers for 

example. Protocol Buffers are Google's language- 

neutral, platform-neutral, extensible mechanism for 

serializing structured data. They are like XML, but 

smaller, faster, and simpler. Since there are already 

some free implementations of this protocol for .Net 

that can be integrated with RESTful WCF services, 

this would be a perfect fit for the implemented 

solution.  

• Furthermore, to validate even further the implemented 

solution, it should be tested using a large number of 

real time sensors and interacting with the services of 

more than one Cloud Computing provider.  
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